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Reality Check

• 52%  of companies failed to 
report or remediate a 
cyberbreach in 2011.

SAIC, 2011

• Two new pieces of malware are 
created every second.

Trend Micro, 2012

• A cyber intrusion occurs 
every 5 minutes.

US-CERT 2012



Q1 Emerging Threats
• Professionalization, and Commoditization of Exploit 

Kits. i.e. BlackHole Exploit Kit.

• Modularization: We have also observed a high degree of 
modularization in more advanced malware like SpyEye.

• Increased Sophistication with Traffic Direction 
Systems (TDS): Traffic Direction Systems (TDS) are used as 
initial landing pages, also known as “doorway pages,” which direct 
traffic to content based on a variety of criteria such as operating 
system, browser version, user agent, and geographic location.

• Continued Exploitation of Social Networks.
• New Exploitation Vectors Introduced via HTML5.
• Evolution of Mobile Threats. 
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Advanced 
Persistent Threats

Empowered
Employees

Elastic 
Perimeter
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Trend Micro evaluations find over 90% 
of enterprise networks contain active 
malicious malware!

Traditional Security is 
Insufficient



APTs and Targeted Attacks

A Cyber Intrusion
Every 5 Minutes…
according to US-CERT

Trend Micro finds
over 90% of
enterprise networks 
contain active  malicious 
malware



LUCKYCAT



LuckyCat: Targeted Attacks
• A series of computer intrusions staged by 

threat actors that:
– Aggressively pursue and compromise specific targets

• Often leveraging social engineering
– Maintain a persistent presence within the victim’s 

network 
– Escalate privilege and move laterally within the 

victim’s network 
– Extract sensitive information to locations under the 

attacker’s control 



Cyber Weapons Bazaar



Offense Informs Defense: The Kill Chain

1. Reconnaissance 
2. Weaponization
3. Delivery
4. Exploitation
5. Command and Control
6. Propagation
7. Exfiltration
8. Maintenance



Malware / Bot / APT Behavior 
Comparison Table

APT Bot Malware

Distribution With organized planning Mass distribution over 
regions

Mass distribution over 
regions

Services 
interruption

No No Yes

Attack Pattern Targeted (only a few 
groups/organizations)

Not targeted (large area 
spread-out)

Not targeted (large area 
spread-out)

Target Audience Particular 
Organization/Company

Individual credentials 
including online banking 
account information

Random

Frequency of  
attacks

Many times Once Once

Weapon -Zero-day exploit
-Drop embedded RAT
-Dropper or Backdoor

Multiple-Exploits, All in 
one

By Malware design

Detection Rate Lower than 10%, if the 
sample comes out within 
one month

Around 86%, if the 
sample comes out within 
one month

Around 99%, if the 
sample comes out  within  
one month
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Shadow Economics: Mariposa
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From Stuxnet to DUQU



BYOD aka BYOM
The attack pathway/vector of choice is 

via remote access accounts.

External agents target applications and 
end-users most of the time.

Threat Action types post exploitation:
-Send data to external entity
-Backdoor
-Command and control
-Credential theft and exploitation



How bad is it?









Mobile Spyware

http://blog.trendmicro.com/android-malware-eavesdrops-on-users-uses-google-as-disguise/

ANDROIDOS_NICKISPY.C is capable of 
collecting data such as text messages, call 
logs, and GPS location from infected devices, 
which it then uploads to a certain URL through 
port 2018.

Like other ANDROIDOS_NICKISPY variants, 
ANDROIDOS_NICKISPY.C also has the 
capability to record phone calls made from 
infected devices. What makes this particular 
variant different is that it has the capability to 
automatically answer incoming calls.



Android Malware 

• 10K: Middle of 2012!
• 100K: End of 2012!

http://blog.trendmicro.com/how-big-will-the-android-malware-threat-be-in-2012/



A New Security Paradigm
• The way to address these is to apply providing advanced 

situational awareness in real time so as to manifest 
deep security.

• The solution resides in building better dungeons rather 
than castles in cyberspace.

• Ask yourself: How can we increase the level of discomfort 
to the adversary?



2012 Predictions
1. Mobile Malware – continued strategic 

shift of attention from traditional 
platforms to mobile devices.

2. Application Attacks – switch from 
targeted attacks on the OS toward the 
application layer via browser (Adobe, 
Java) with social engineering.

3. Botnet Migration – migration from IRC 
botnets to HTTP botnets which double 
in size every 18 months.

4. Cloud Attacks – hacking into one 
central location where all data is kept.



Risk Assessment 2012
1. How many third parties provide services to organization? Has their cyber 

security posture been audited?

2. Is access to all sensitive systems and computers governed by two factor 
authentication?

3. Does a log inspection program exist? How frequently are they reviewed? 

4. Do you run web application scanners to simulate an attack of the website 
and determine its security? 

5. Does file integrity monitoring exist?

6. Can vulnerabilities be virtually patched?

7. When is the last time the organization conducted a penetration?

8. Does a mobility risk management policy exist? Is Mobile Application 
Management software utilized?

9. Has a cloud security strategy been crafted? Can you migrate your layered 
security into the cloud environment?



Trend Micro: Securing your 
journey to the cloud
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Trend Micro #1: Securing Your 
Journey to the Cloud  

Trend 
Micro

Worldwide Endpoint Security
Revenue Share by Vendor, 2010 

Source: IDC, 2011

Trend 
Micro

Source: 2011 Technavio – Global 
Virtualization Security Management 

Solutions

Trend 
Micro

Source: 2012 Technavio – Global 
Cloud Security Software Market



trendmicro.com/JoinTheJourney


