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Company Overview
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SUNTRUST

Total assets of $170.7 billion

Entire spectrum of Banking
Services

35,000 Teammates & Contractors

40 — NASCAR Driver bank with
SunTrust

56 — Clients with 97 Grammy
nomination in 2010
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Presentation/Project Overview

GovernanceisHARD

Making the Business Prosper

Planning Challenges — We need it to do EVERYTHING!!

The Pay-Off
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Governance Is Getting Harder

 What's Up?
— Insider threat
— Regulations
« “Sweeping Overhaul of Financial Regulations”
 What's Not?
— Unless it generates revenue
— Budgets
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The Real Challenge

Ensure that the Right People,
have the Right Access,
to the Right Resources...
...and are doing the Right Things
And do it
...Cheaper
...Faster

...NO Impact to the Business




The Right Stuff Can be Daunting

» 100s of applications
Policies

— Defined?

— Enforcement?
|ldentity Management
Activity & Sensitive Data
Compliance




Project Scope/Goals

ASSURE — T DEFINE
|',— ——

 Ensure Effective Controls (AR

« Continuous improvements in SLA & Service Quality ™ | 5 '

» Getin front and STAY in front of Audit @“f /
* Program that continuously improves E3 |
o Efficient Security Operations

» Balance the Business Need

* Financial

OPERATIONAL
MATURITY

Move faster
with less risk

Business
Enablement

Automate
controls

' Securit I _
Effectwen‘:ass Pass the audit

MATURITY
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Access Assurance Gap Analysis

Objectives
Frovide reasonable
assirance that the
follow ing itens are
being enforced

Least privilage

Control

Threat Type

- Preventative  Increase use of roles

Preventative | Suggest with approval by manager (and apy ailll aill] alll aslll sall] aall
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Periodic attestation of HRAs

lIII lIII lIII
lll[l lll[l lIUH
lll[l lU[l[l IDUH
II[I[l llII IIIH
lIII lIII IDUH

3r0e-08 | complexity

Metrics

Reporting Notes

# pfusers covered by mles  Fo # of users covered by mlesov Constrant: "1

Anerage lsbor

Anerape LA

Morthly labor cost I==e: 1. The In

Aperage Bbor  SLAcwer time  Laber cost over time

Efficiency

Disable all accounts immediatley upon terr gill| aill| aifll anlll aglll 511l

llII llII IDUH

HEAattestaton appliance

Evidence Issue: 2, Syste:
Issue: 5. Ladk:
mechanEm fo i
document all er
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Financial Model
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Capabilities drive
%ontrol & Efficiency

AM?® Core Infrastructure Capabilities

STAR

View IdentityMap
Connectors

Roles Management

Service Request Process

i ization with AM® efficiencies
Existing Organization
Managers, Team Lead & Admin

User Access Group
AM Infrastructue
Roles & Attestation

Efficiency drives WorkPlan
Savings

New Organizational Capabilities
Compliance, QA, Support

KFA and HRA Eliminate rouge accouni
Disable all credentials

h 4 (——
Financial Impact|

Jan-09 Feb-09 Mar-09 Apr-09 May-09

« Monthly analysis out to 2013
* Work breakdown
« Capabilities
* Connectors over time
« Cash and Cap Ex waterfalls

« All variances are tracked in
deployment

Jun-09

Investment AM2 development 5
T&E e
Connectors 5
5
5
\ / Maintenance
Savings over current model ETRM Efficiency in FTEs

ETRM Efficiency in USD

Cumulative Impact




Project Results 8

. Application On-
Self-Service Request boarding

-
Knowledge Driven Roles Role Lifecycle
Request Process Management
% ; ! :
p
Automated Provisioning ] [ Attestation }
e !
[ Status J

Access Repository
Biz Terms, Id Map, Apps Entitlements,

Roles, BRIA, PCI, etc.
Koje2’ m—ﬂ\ri' LCl' erc

Connectors ! standardized App Feeds

| Effective, Efficient, ¢
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Lessons Learned/Best Practices

* Process e It's strategy & program not just “A Project”
* Deep financial analysis  + get buy in
» Education e CIO
» Discovery * CISO
. Plannllng « IT Governance
* Requirements e IT Finance
* Risk based gap analysis e Internal & External Auditors

» Develop & Execute w/ Constant Change
* Reductions
» Change in structure

-
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Thank you and Questions

e Questions?
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