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Company Overview
• BNY Mellon is the oldest 

banking corporation in the 
United States.  The Bank of 
New York was founded in  1784 
by Alexander Hamilton

• Approximately 45000 
employees worldwide

• More than $20 trillion in assets 
under custody and $8 trillion in 
trusteeship
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Presentation/Project Overview
• Internal Social Media are powerful tools that 

permit information sharing and collaborative 
problem solving.

• These media also pose security and privacy 
challenges.

• Policies must be crafted to ensure that 
appropriate security controls are implemented. 
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Overview of Business Challenge 
• Information Technology had installed an Internal Social 

Media tool available to all 45000 employees globally.  
136 communities and 33 blogs were already created. 

• These communities and blogs presented opportunities 
for unauthorized disclosure of sensitive information 
and also breaches of employee privacy.  (See example 
on next slide.)
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Project Scope/Goals
• To create policies that would ensure the 

confidentiality and privacy of sensitive 
information posted to Internal Social Media 
sites.

• Policies would focus upon governance of 
communities, blogs, wikis, and chat rooms.
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Project Results
• New policy requires that all communities, blogs, wikis, 

and chat rooms must have an authorized sponsor and a 
review committee appointed by the relevant line of 
business.

• Sponsors must grant access to all individuals seeking to 
participate in each social network site. 

• Review committees will ensure that appropriate 
content is posted to all social networks.
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Project Results
• Specific users (e.g., broker/dealers) are not permitted 

access to internal social media due to regulatory 
requirements.

• Policy prohibits users from posting Highly Confidential 
Information to internal social media. 

• Users with access to social media are certified on an 
annual basis.
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Lessons Learned/Best Practices
• An Internal Social Media policy must focus upon 

providing a governance structure with “teeth.”
• The policy should not reinvent the wheel by duplicating 

acceptable use guidelines.  The most effective security 
controls are established with governance.

• Acceptable usage rules should be explained in a 
separate guidance document, not in a company policy.
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Thank you and Questions
• Questions?


