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Cloud Under Control: How 
to Virtualize More by 
Virtualizing More Securely 
Executive Overview 

Enterprises have reached an inflection point. The value of datacenter virtualization is undeniable: 

cost savings, efficiency, and business agility are all driving organizations to virtualize more. 

However, many companies reach a security roadblock when it comes to virtualizing mission critical 

or Tier-1 applications. Breaches or accidental misconfiguration can have catastrophic 

consequences in these concentrated infrastructures, and security officers are right to be concerned. 

But the good news is that it is possible to maintain compliance and security, while reducing the 

chance of datacenter failures, even when virtualizing mission critical applications. HyTrust virtual 

appliances provide the essential foundation for cloud control, visibility, data security, management 

and compliance. HyTrust mitigates the risk of catastrophic failure and data breaches — especially in 

light of the concentration of risk that occurs within virtualization and cloud environments. 

Organizations can now confidently take full advantage of the cloud, and even broaden deployment 

to mission-critical applications. 
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The Concentration of Risk 

With traditional physical infrastructure, each application had its own configuration, management 

console, and team of administrators. The servers, networks and storage were often physically air-

gapped, located in separate parts of the enterprise, and potentially even kept in locked rooms with 

cameras. With virtualization, these thousands of devices, applications and data are now collapsed 

into a single software layer, creating a significant concentration of risk and increasing the potential 

for a catastrophic breach or datacenter disaster. Not only does this consolidation give god-like 

privileges to virtualization administrators, but virtual machines are highly dynamic and mobile – 

they can easily be copied, replicated or instantiated in another location. The data created is also 

typically stored in shared, networked storage – with no separation or multi-tenancy. All of these 

factors substantially increase risk.  

Consider the following examples:  

Shionogi Pharmaceuticals: A disgruntled former employee, who left himself a backdoor 

into the network, logs in from a McDonalds WiFi and deletes every production virtual 

machine in the datacenter in a matter of minutes. 

Adobe: The software company was notified by security blogger Brian Krebs that their 

customer database and source code had been posted on a public website. 

Target: Perhaps the largest known breach in history, a Target vendor account is used to 

enter Target’s network and deploy malware into point of sale devices, resulting in the 

breach of over 40 million credit cards and a price to remediate that may top $1 billion. 

Large Credit Card Company: A virtualization administrator powers down the wrong 

system taking credit card processing down for 4 minutes and costing the company millions 

of dollars in lost transactions. There are countless similar examples from Fortune 1,000 

companies where misconfiguration of virtual infrastructure creates large-scale downtime. 

As your organization begins to virtualize more significant (or more sensitive) parts of its 

infrastructure, you must be able to confidently address these newly introduced risks. HyTrust 

delivers enterprise-class control, visibility and security for virtualization and the cloud.  

 

 



 

Cloud Under Control™ 3 

The Need for Virtualization Security: Identifying the New Risks 

The hypervisor is at the center of any discussion about virtualization. Residing atop the physical 

hardware (i.e. the physical machines or hosts), the hypervisor allows multiple operating systems 

(i.e. the virtual machines or guests) to share the underlying physical resources. As such, a new layer 

of management is introduced at the virtualization platform-level along with new management 

capabilities that previously did not exist. For example, virtual machines that run low on compute 

resources can be instantly “relocated” to a new host where there are resources to spare. Virtual 

machines can also be “snapshotted” or saved as a digital file, much like one would save a 

PowerPoint presentation. 

In a purely physical data center, the ability to remove a server from a rack and take it out of the 

server room would probably require keycard access just to get into the room and a physical key to 

unlock the server rack. In highly secure areas, the whole activity might even be captured on a 

security camera that is remotely monitored. By contrast, in the virtual data center, an entire server 

can be downloaded to a laptop or copied onto USB memory. 

Clearly, there is great power in the capabilities that accompany virtualization but with each new 

piece of functionality, organizations must question whether the risks are acceptable or if they must 

be mitigated. The risks that were acceptable for virtualizing lower-tier, non-critical applications are 

proving to be more daunting as organizations attempt to virtualize tier-1 mission-critical 

applications. The risk to tier-1 applications can be broadly categorized into five areas: policy, access, 

configuration, visibility, and security: 

§ Access Risk refers to the risk associated with the remote management capabilities inherent 

in virtual infrastructure. As more infrastructure is virtualized (e.g. server operating systems, 

applications, networks, etc.) the lines become very blurry between various stakeholders 

(e.g. system admins, application owners, networking engineers, etc.). Individuals often step 

on one another’s toes in the chaos that ensues because enforcing separation of duties is 

extremely difficult. Funneling all users through a single system for management (e.g. 

VMware vCenter) proves impractical as administrators utilize preferred methods such as 

SSH to access the hypervisor and third-party management applications rely upon VMware 

management APIs. Further, ESX or DataCenter admin roles provide ‘god-like’ privileges 

across the entire environment. Perhaps riskiest of all is the fact that many organizations 

allow root access to the hypervisor via shared passwords among administrators, which is 

extremely troubling given the powerful capabilities afforded to anyone who has root 

access. 
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§ Policy Risk derives from the fact that virtual machines carry certain properties that are 

quite different than those carried by their physical counterparts. For one, virtual machines 

have a degree of mobility not found in the physical world, sliding seamlessly across the 

virtual infrastructure. As mentioned above, virtual machines can theoretically attach to any 

available physical host and/or virtual network. As such, it is easy to envision a scenario 

where a machine that contains sensitive data (hospital patient records or credit card 

transaction data) is accidentally connected to a host or a virtual network where it becomes 

exposed to the public. Another example of policy risk stems from the unique ability to not 

only move virtual machines from within the management plane but also to easily power 

them off. Again, it is not difficult to imagine a situation where a core virtual switch or a 

virtual corporate email server is accidentally powered off, creating a denial of service for 

others in the organization. Lastly, policy within vSphere was designed to simplify and speed 

administration for the virtualization admin. For instance, admins can create or delete VMs 

on the fly. These operations are counter to good security policy: you would not want one 

person with the ability to accidentally (or maliciously) power down or delete mission critical 

VMs.  

§ Configuration Risk stems from the hypervisor configuration settings specifically. Because 

of the unique position that the hypervisor occupies within the virtual infrastructure, 

configuration is highly critical. In other words, an improperly configured hypervisor is 

susceptible to compromise and a compromised hypervisor puts everything in “the stack” 

above it at risk. As more tier-1 application and core infrastructure is virtualized, putting the 

entire stack at risk is simply unacceptable. To date, many organizations chose to combat 

configuration risk of the hypervisor with scripts but increasingly run into problems trying to 

scale this arrangement. 

§ Visibility Risk refers to the opacity and complexity inherent in the management of virtual 

infrastructure. With multiple individuals accessing the hypervisor (including the nearly 

anonymous people who share root passwords) over multiple protocols and access 

methods (SSH, Web, vSphere Client, etc.), it becomes increasingly difficult to determine 

who gained access to the environment and who did what once inside. Without a definitive 

repository of user-specific logs with a certain level of integrity (i.e. assurance that no 

tampering has occurred), many organizations will be hard pressed to virtualize mission-

critical applications. This is especially true in the case where an audit of the system is 

required for compliance (e.g. PCI-DSS, SOX, HIPAA, etc.). 
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§ Data Risk is always a concern in virtual infrastructure. In addition to VM mobility, most 

virtual infrastructures leverage shared storage – which is often managed by additional (and 

different) administrators. As data is replicated for availability or disaster recovery, additional 

copies are made. Further, if an organization is using a public cloud service provider to 

support offsite backup, DR or infrastructure as a service, then the data is completely out of 

their control.  

HyTrust Mitigates the Risk 

HyTrust offers two software systems that can significantly mitigate cloud risk. HyTrust 

CloudControl™ provides policy-based control, visibility and auditing in place for the privileged 

virtualization administrators, allowing organizations to create secure multi-tenant private clouds, 

and ‘keep administrators in their swim lanes.’ HyTrust DataControl™ provides strong encryption 

and associated key management to secure the data in all virtual infrastructures, including private, 

hybrid and public cloud domains. 

HyTrust CloudControl 

HyTrust CloudControl™ is a network-based policy engine for virtual infrastructure that provides 

comprehensive authentication, activity authorization policy, logging and compliance controls for 

administrative access.  HyTrust empowers organizations to fully leverage their investment in 

virtualization by delivering enterprise-class controls for access, monitoring, configuration policy 

and hardening. Specifically, HyTrust CloudControl provides four key capabilities, each designed to 

combat the risks identified above and enable organizations to confidently expand their virtual 

footprint to include tier-1 mission-critical applications. 

Advanced Authentication: CloudControl combines multiple technologies to implement a 

single, secure authentication policy enforcement point for administrators.  It supports 

SecurID and CA two-factor authentication to eliminate administration account misuse, 

sharing, or hijacking. vSphere host password vaulting supports automatic periodic 

password rotation to eliminate stale or weak passwords, as well as temporary-use password 

checkout for direct administration of virtual servers. All authentication activity is 

comprehensively logged, making it easy to implement compliance controls related to 

administrative access. 

Tag-Based Access Controls and Two-Person Authorization: Enables the definition and 

enforcement of highly granular access policies for virtual infrastructure. Tag-based access 

control (TBAC) policies provide the ultimate in flexibility for combinations of role and asset-
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based administrative controls with simple and efficient configuration. TBAC supports 

virtually every attribute possible: management operation, user role, virtual machine, access 

protocol, IP address, virtual network, virtualization host, and more. TBAC also allows rapid 

implementation of separation of duty policies for departmental or operational role 

segmentation. Two-person approval workflows ensure that risky or sensitive operations 

(e.g. shutting down a production virtual machine) cannot be performed without secondary 

approval. HyTrust CloudControl ensures consistent access control at the hypervisor-layer to 

secure the virtual infrastructure, while simultaneously allowing for the ultimate in 

management flexibility by incorporating all access methods, including VMware vSphere 

Client, web client, and SSH.   

Forensic Quality Logging and Alerting: CloudControl captures granular, user-specific, 

virtual infrastructure administrator log records that can be used for regulatory compliance, 

troubleshooting, and forensic analysis. CloudControl events include the rich and consistent 

level of detail that is mandatory for audit and effective risk management, and that is lacking 

in native log data. Full indexing enables quick and easy access to logs without the need for 

special connectors, manual integration, or disparate log aggregation and correlation 

systems. HyTrust’s advanced alert engine not only supports triggers on any object, 

command, or tag but also includes rate-based alerts to fire on abnormal quantities of 

events. Integrates seamlessly with all major log management and SIEM solutions via syslog 

and secure syslog.  

Hypervisor Configuration Hardening: HyTrust CloudControl can assess VMware vSphere 

hosts to identify configuration errors using pre-built assessment frameworks, such as PCI 

DSS, C.I.S. Benchmark, VMware Best Practices, or even custom user-defined templates. 

CloudControl actively eliminates configuration problems quickly and easily via active 

remediation. Further, the system allows proactive monitoring of hosts, eliminates 

configuration drift, and ensures ongoing compliance according to a defined standard, all 

without manual effort or scripts. 

 

HyTrust DataControl™- Encryption and Key Management for Virtual Infrastructures 

HyTrust DataControl was built specifically to address the unique requirements of private, hybrid 

and public clouds, combining robust security, easy deployment, exceptional performance, 

infrastructure independence, and operational transparency. Capabilities include: 
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Strong FIPS-Approved Encryption: HyTrust DataControl encrypts data using AES-

128/256, ensuring VMs are secure from the time they are created, until they are securely 

decommissioned. 

Key Management You Control: HyTrust KeyControl™ is a highly-available security-

hardened key management system that is simple to deploy, and easy to use. KeyControl is 

a locked-down virtual appliance (though it can also be installed on physical hardware). 

KeyControl is fully multi-tenant and supports active-active clustering for availability. The 

appliance can be installed on your premise or at your service provider. Administrators 

define policies for key retention or zero-downtime rekeying in accordance with compliance 

or other requirements. 

Hardware-Accelerated Performance: HyTrust DataControl automatically detects and 

leverages AES-NI hardware acceleration built into most modern Intel and AMD chipsets, 

ensuring minimal latency.  

Transparency: DataControl is deployed into the operating system of the virtual machine, 

and is completely transparent to applications and users. Administrators can manage their 

infrastructure with the same tools they always have, with no change to process. 

Infrastructure Independence: DataControl can be used to protect VMs in any virtualized 

environment, regardless of the underlying cloud platform. 

 

How Does VMware vCenter Fit intro This Picture? 

VMware vCenter Server was built to centrally manage VMware vSphere environments and provides 

some powerful virtualization management capabilities for fault tolerance, capacity management, 

and high availability. As organizations begin their push to virtualize tier-1 mission critical 

applications however, they find that vCenter lacks the appropriate capabilities to specifically 

address each of the risks identified above. 

First and foremost, as a core element of the infrastructure, vCenter serves in a vital capacity for 

virtual infrastructure—the “brains” of the operation. As such it should be protected from threats. 

Even though vCenter has some built-in access control and policy management capabilities, it is a 

security best practice to separate the management functions from the security functions so that 

vCenter does not become a single point of failure. Access should be limited not from within 

vCenter but rather should be limited to vCenter. Placing vCenter behind the protection of 
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CloudControl ensures that vCenter remains less vulnerable to improper access and can continue to 

perform its primary management function without interruption. 

Another reason that vCenter should not be called upon to address the risks identified above is the 

lack of visibility into host-level operations. From its vantage point inside the virtual infrastructure 

architecture, vCenter lacks a comprehensive view. Without the ability to see all host-level 

operations, it is impossible to control (and log) everything that transpires. In addition, vCenter’s 

logging was designed for troubleshooting the virtual infrastructure and doesn’t provide the 

granularity necessary for forensics or compliance. Important details are not logged, including: 

denied operations, which attribute was changed and to what, what was the source IP address for 

operations being performed.  CloudControl provides a single point of visibility and control for all 

host-level operations, which ensures the consistency in policy that is mandatory for the 

virtualization of tier-1 mission critical applications. 

Lastly, it is worth noting that vCenter was built from the ground up as a management application, 

not a security application. As such, vCenter was not built to provide the granularity in policy 

enforcement that is a requirement for more secure deployments. That lack of granularity in 

enforcement carries through to the logs, which are quite adequate for troubleshooting but lack the 

specificity demanded by auditors. vCenter also lacks a federated architecture, which again makes it 

susceptible to becoming a single point of failure and also makes it difficult to deploy consistent 

policies across a large enterprise. HyTrust CloudControl not only employs a federated architecture 

but also provides granular object-level controls and granular user-specific logs that will satisfy the 

scrutiny of any auditor. 

Conclusion 

There is no question that the momentum behind virtualization will continue to propel more tier-1 

mission critical applications into the virtual infrastructure. Despite the numerous benefits—

primarily the flexibility and the cost savings—organizations will move much more cautiously down 

this path due to the newly introduced risk and the increasing value of the virtual assets (e.g. servers 

with sensitive data, core infrastructure, etc.). Failure to adequately address the major risks—policy 

risk, access risk, configuration risk, visibility/compliance risk, and data risk—will result in more 

stalled virtualization initiatives, more “material deficiencies” discovered during audits, and more 

compromised virtual environments. 

While vCenter undoubtedly fulfills a major requirement for enterprise-class virtualization, it does 

fall short of addressing some of the security and compliance requirements that have begun to 

materialize as organizations expand into tier-1 mission-critical applications. Complementing 



 

Cloud Under Control™ 9 

vCenter, HyTrust CloudControl not only addresses the access control and policy management 

requirements for enterprise virtualization, but also protects vCenter from unauthorized access and 

misuse. As a VMware partner, HyTrust is committed to ensuring that our joint customers are able to 

confidently deploy virtualization throughout the enterprise. 

As organizations seek to build multi-tenant private clouds, as well as adopt hybrid and public 

clouds, HyTrust DataControl can mitigate the risk of data exposure, locking down data in a way that 

is optimized to work with the highly dynamic nature of virtual infrastructure.  

For More Information 

Contact HyTrust at 650-681-8100 or info@hytrust.com to discuss your cloud security requirements, 

or to schedule a demonstration.  

 

About HyTrust 

HyTrust is the Cloud Security Automation company. Its virtual appliances provide the essential 

foundation for cloud control, visibility, data security, management and compliance. HyTrust 

mitigates the risk of breach or catastrophic failure— especially in light of the concentration of risk 

that occurs within virtualization and cloud environments. Organizations can now confidently take 

full advantage of the cloud, and even broaden deployment to mission-critical applications. 

The Company is backed by top tier investors VMware, Cisco, Intel, In-Q-Tel, Fortinet, Granite 

Ventures, Trident Capital and Epic Ventures; its partners include VMware, VCE, Symantec, CA, 

McAfee, Splunk; HP Arcsight, Accuvant, RSA and Intel.  

 

 

  


