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Agenda

• Next Generation of Security Analysis
• Future Directions
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Currently under investigation and not guaranteed to be included in future releases



Next Generation of Security Analysis
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A Key Element in SSA is Security 
Testing
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Which is the “best” 
Security Testing 
Methodology?



Dynamic Testing identifies Exploits

Dynamic Testing

What are the root-cause 
vulnerabilities of these exploits?



Dynamic Testing – Pros & Cons
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•Advantages
• Concrete prioritization of results

• Tests deployment environment

•Disadvantages
• Little insight into root cause

• Limited by functional coverage



Static Testing Comprehensively 
Identifies Vulnerabilities in Code

Static Testing

Which vulnerabilities are 
accessible from the outside?



Static Testing – Pros & Cons

8

•Advantages
• Comprehensive results

• Source-level details

•Disadvantages
• Exploits are difficult to provide

• Prioritization difficult



Dynamic
SQL Injection

result

Static
SQL injection

result Code

Hybrid Technology
Correlates Exploits with Vulnerabilities



Challenge of Hybrid 1.0 Technology

Correlating URLs 
(DAST) with Source 

Code (SAST) is 
difficult!



Problems With Hybrid 1.0
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Ineffective

 No clear benefits to 
current approach

 As a result, users don’t 
bother doing Hybrid 
Security Testing

Inefficient

 Securing applications 
become very time and 
resource intensive

Inaccurate

 Correlation is difficult

 DAST provides URL, but 
SAST provides code-level 
data flow



Need a way to correlate Dynamic & 
Static testing

•Observe actual attacks

• Sidestep security controls
• Obfuscation

• Encryption

Introducing RAST for 
Intelligent Correlation



RAST is the key to correlation

ID: 234

File: NewClass.cs
Line: 27

ID: 234

File: NewClass.cs
Line: 27

URL:
www.sales.company.
com

Source Code:
<java.sql.Connection
.xxx>
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Introducing Hybrid 2.0 
Technology



Fortify Hybrid 2.0 Technology

Correlation Engine 
(Fortify 360 Server)



Code

Hybrid 2.0 Technology
Directly links more vulnerabilities



Code

Hybrid 2.0 Technology
Correlation re-prioritizes riskier issues



Code

Hybrid 2.0 Technology
Direct dynamic testing



Deploying Hybrid 2.0

Development Production

Step 1:  Implement A Security Gate

Fortify 
Gate

Security acceptance testing

Hybrid 2.0

Static Analysis

Dynamic Analysis

Run-Time Analysis



Fortify Security Gate with 
Hybrid 2.0

Monitor in 
Production

Pass

Evaluate 
Business 

Risk

Fail

Defend

Defend and Monitor 
Applications

Defend in 
Production

Fortify 
Gate

Remediate in 
Development

Generate Detailed 
Reports for 
Developers

Remediate



Issue with Step 1:  Costs of 
Failing

Evaluate 
Business 

Risk

Defend in 
Production

Remediate in 
Development

$

$$$

Monitor in 
Production

Pass

Fail



Hybrid 2.0

Requirements
/ Design Coding Testing ProductionFortify 

Gate

Static Analysis

Dynamic Analysis

Run-Time Analysis

Step 2:  Expand to earlier stages 
in SDLC



Benefits of Fortify Hybrid 2.0

Relevance

Importance

 Find the root cause

 Understand the context of vulnerabilities

 Fix the most critical vulnerabilities

 Prioritize your resources and time

Speed
 Fix security issues fast

 Release secure applications to market quickly



Future Direction*
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Currently under investigation and not guaranteed to be included in future releases



Security ► Languages

• Currently
• Support 18 Languages:  ASP.NET, VB.NET, C#, Java, JSP, C, C++, COBOL, 

Cold Fusion, T-SQL, PL/SQL, JavaScript / AJAX, Classic ASP, PHP, 
Python, VBScript, Visual Basic, XML / HTML

• Under Development:  SAP ABAP
• Under Consideration

• Web 2.0
• Adobe Flex / Flash
• Microsoft Silverlight
• Expanded HTML5 support

• Dynamic Languages
• Ruby / JRuby

• Business Languages
• Oracle Fusion
• Salesforce APEX

• Legacy Languages
• PERL
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Findings:  Groups of Related Issues
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• Correlation
• Is a way to automatically group issues based on rules

• Findings
• Will allow you to manually group issues during the audit process
• Create your own findings (groups), drag and drop issues into them as 

you see fit
• Correlation could turn into an initial seeding for findings

• Benefits
• Save time by mass auditing issues

• Bugtrackers
• Will be an important part of findings.  We will provide an easy way to 

file a bug for several issues at once.



Security Education Plugin
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• Working on a plugin that can alert you to security vulnerabilities in 
real time as you’re developing code
• i.e. when you start typing in “java.sql.Connection.PrepareCall()”, you’ll 

see a popup that alerts you to the security vulnerabilities that are 
related to that API

• Security information will come from our rules
• Parsed/cached at plugin startup

• Looking at two different use cases: on-the-fly (alerts as you type), 
and on-demand (show all alerts for the current file)

• Several IDEs, will probably start with Eclipse
• Separate from our existing plugins, but can be used together



Easy & Fast

• Better Defect Tracking Integration

• Improved Scanning Performance

• Seamless Build Integration

• “Lighter-weight” plug-ins for Developer IDEs



Potential Fortify – HP 
Integrations

• Hybrid 2.0:  DAST, SAST & RAST integration

• Defect Tracking:  HP Quality Center & Fortify 360 Server

• Functional & Security Testing:  HP QA Inspect & Fortify RAST

• Security Dashboard:  Fortify 360 Server & HP AMP
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Potential Fortify – HP 
Integrations

Fortify + HP Application Security Center
QA & integration 

testing

PTA + QA Inspect

Production 
assessment

WebInspect

Source code 
validation

Fortify (SCA)

PLAN CODE PRODUCTIONTEST

Hybrid 2.0

Runtime 
Analysis

Fortify RTA

Enterprise security assurance                                                                                                
and reporting                              

Enterprise security assurance & reporting

Assessment Management PlatformFortify 360

Potential Integrations



Thank you
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Key Enhancements Released in 
2010

• 2.6.0
• RTA for Java 1.4
• RTA for .NET 2.0, 3.0, and 3.5
• IDE Plugin for Oracle Jdeveloper
• User-extensible Vulnerability Descriptions and Recommendations

• 2.6.5
• SCA for .NET 4.0
• IDE Plugin support for Visual Studio 2010
• SCA, IDE Plugins and Demo Suite for Windows 7
• SCA, 360 Server and RTA for Windows 2008 Server R2
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SAP ABAP Scanning

• SAP is used by many companies to “run” the company
• Finance, Manufacturing, Marketing, HR, etc

• ABAP is SAP’s business processing language to customize SAP

• Fortify SAP ABAP scanning will analyze ABAP applications for 
vulnerabilities
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