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Email – the ubiquitous online communication medium – has never been secure.  Prior 

attempts to bring security to email have failed to correct email’s fundamental flaw – the 

ability for anyone to send email using someone else’s identity.  Despite a decade of 

investment in addressing the symptoms of email’s insecurity – developing perimeter 

technologies to protect assets, global information exchanges to identify abusive bulk 

senders, and standards to help identify legitimate senders – the open Internet is still rife 

with spam, fraud, phishing, and malware.  Unsecured email remains a toxic medium for 

brands, a hostile environment for companies, and an unsuitable platform for building brands, a hostile environment for companies, and an unsuitable platform for building 

future services.

DMARC (Domain-based Message 

Authentication, Reporting and Conformance) 

describes a framework that enables 

Internet-scale domain-level email protection, 

preventing fraudulent usage of legitimate 

email domains.  DMARC’s domain-level 

protection provides the first real means to 

proactively create defensible email channels proactively create defensible email channels 

between senders and end-users, allowing 

companies to address Brand Protection in the 

email channel.  The DMARC model provides 

the DNS based policy publication, feedback, 

and enforcement mechanisms necessary to 

build secure email channels, upon which trust 

can be established.can be established.

Executive Overview
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PayPal – "the faster, safer way to pay and get paid" online – allows users to send money to 

anyone with an email address.  PayPal maintains over 103 million active accounts in 190 

markets, and links bank, debit, and credit cards with online users to create a high-liquidity 

payment service .  PayPal's service is very compelling, both as a legitimate service and as a 

target for fraud.  PayPal's business of moving money online, combined with the use of 

email addresses as login credentials, placed PayPal at the top of phishing target lists 

through much of the 2000s.

The unsecured nature of email allowed criminals to easily spoof PayPal emails in an The unsecured nature of email allowed criminals to easily spoof PayPal emails in an 

attempt to direct users to fraudulent credential phishing sites.  Faced with constant 

attacks against its users, PayPal grew concerned about the long-term impact of phishing 

upon e-commerce .  Internal analysis performed by PayPal showed that victims of phishing 

and identity theft do not conduct as much business online as their sample group.  

Identifying the cumulative effect of phishing emails as a problem to long-term business 

interests, PayPal investigated several options :

1   “About PayPal”, retrieved January 2012 (https://www.paypal-media.com/about)
2  “A Practical Approach to Managing Phishing”, PayPal, by Michael Barret and Dan Levy, April 2008
3  “OTA Academy: Email Authentication”, Section “Case Study: PayPal”, pg. 81, October 2011 
    (https://otalliance.org/2011Forum/2011EmailAuth%20Academy_Final.pdf)
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PayPal determined that deployment of email authentication – enabling receivers to check 

the authenticity of email purporting to be from PayPal – and working with the largest email 

providers to reject unauthenticated email would be the “number one strategy.”   PayPal’s 

partnerships began with Yahoo!  and Google, utilized an authentication technology called 

“DomainKeys,” and included custom reporting that PayPal used to ensure its email 

authentication deployment covered all of sources of legitimate email.

PayPal’s authenticated-email partnership was first deployed in 2007 and has blocked PayPal’s authenticated-email partnership was first deployed in 2007 and has blocked 

billions of phishing emails. Up to 50% of PayPal users receive fewer phishing emails. 

PayPal's long-term business with customers at partner ISPs has been successfully 

protected from the impact of phishing.

Absent DMARC and outside of special one off partnerships, email operators do not have 

access to widely – and accurately – deployed authentication technologies that can be used 

to validate the authenticity of emails.  Finally, accurate authentication deployments by 

large, complex organizations are almost impossible to achieve without collecting feedback 

from email receivers.  The net result is that email – as a communication medium – has 

remained unsecured for decades.

The problem with PayPal’s solution to 

unsecured email is that companies like PayPal 

cannot construct secure email channels 

without creating special one-off partnerships 

with email providers.  To create a partnership, 

companies would have to engage with ISPs, 

convince ISPs to develop reports that large 

companies could use to accurately deploy companies could use to accurately deploy 

authentication across all legitimate email 

streams (as large companies often do not have 

visibility into all entities that are sending on its 

behalf), and finally develop a mechanism to 

inform ISPs to reject email that fails to 

authenticate.

4  Ibid. 2, Section 3.1 “Email Signing and Blocking”
5  “Yahoo!, PayPal and eBay Fight Phishing Together”, PayPal, Oct 2007    
    (https://www.thepaypalblog.com/2007/10/yahoo-paypal-an/)
6  “Google Joins The Fight Against Phishing”, PayPal, July 2008 (https://www.thepaypalblog.com/2008/07/google-joins-th/)
7   Ibid. 3, pg. 86
8  Ibid. 3, pg. 90
99  Ibid. 2, Section 7.0 “Conclusions and Next Steps”
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DMARC is a newly released technical specification that brings long-missing 

features to email – enabling senders to gain visibility into how their email domains 

are used and abused, describing how to combine existing authentication 

technologies to create secure email channels, and providing receivers with clear 

directives on how to safely dispose of unauthorized email – all at Internet scale.  

When email senders accurately deploy authentication technologies in conformance 

with the DMARC specification, DMARC-compliant receivers can reject fraudulent 

email – keeping malware, phishing attacks, and nuisance spam campaigns out of email – keeping malware, phishing attacks, and nuisance spam campaigns out of 

end-user inboxes.

The model in which DMARC is based is already proven, with Agari implementations 

alone protecting more than 1.5 billion emails a day.  DMARC builds upon 

technologies that are widely available to senders today, allowing senders to 

immediately get started with authentication deployment, tuning, and policy 

publication.  Receivers can get started by leveraging existing technologies to check 

authentication results, enforce basic policies for select domains, and begin 

planning to provide feedback to senders.

Email Domain 
The domain-portion of the email address found in the “From:” header of every email.  This 
domain is required to be present and is a strong indicator of where email originates.

 

Email Sender
Email SendersEmail Senders are the organizations, 3rd-parties, and cloud-based services that send email 
on behalf of an Email Domain.  It is common for multiple Email Senders to send on behalf of 
an Email Domain.

Email Receiver
Email Receivers are the email providers that receive and process email on behalf of 
end-users.  Email Receivers usually host recipient mailboxes and perform anti-spam/virus 
services on behalf of end-users.

Identifier AlignmentIdentifier Alignment
Email authentication technologies generate authenticated domain identifiers when 
authentication can be successfully performed.  To prevent criminals from simply using their 
own domains to authenticate their own email in order to bypass controls, the concept of 
requiring authenticated domain identifiers to match the Email Domain is referred to as 
Identifier Alignment.
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Specification for email senders on how to consistently deploy existing email 

authentication technologies (SPF and DKIM) so that email receivers can easily check the 

authenticity of email at the domain level.  Two complementary authentication 

technologies are employed to maximize the ability of receivers to determine legitimacy.

A DNS based policy mechanism through which email senders can advertise their DMARC 

practices, solicit feedback from receivers, and publish policies pertaining to the handling of 

unauthenticated email.

A feedback model that allows email receivers to send reports back to email senders.  Based A feedback model that allows email receivers to send reports back to email senders.  Based 

on feedback reports, email senders can understand how their email is being received – 

enabling rapid tuning of authentication deployments and ongoing monitoring of accuracy.

Specification for email receivers on how to discover DMARC policies, consistently process 

DMARC compliant email, and generate feedback.

The DMARC model provides immediate benefit to the email ecosystem and provides a 
framework for the continued evolution of secure email.

The DMARC model presents a very different response to traditional email security 
concerns.  Traditional email security has long been concerned with "keeping the bad stuff 
out," relegating email security to the realm of perimeter defense.  Recent developments 
have expanded email security to include "keeping the good stuff in" – preventing private 
information from being leaked outside of the perimeter.

The DMARC model moves away from the "castle defense" 
model and views email security from the perspective of 
the end-user.  End-users of email exist 
everywhere – as employees behind corporate 
firewalls, as users of web-mail services, as 
clients of privately operated email servers 
connecting through mobile devices, desktops, 
and consoles.  The DMARC model expands and consoles.  The DMARC model expands 
email security by providing email operators with 

the ability to directly check the authenticity of email.  Email operators can then render 
emails to end-users based upon authenticity, originator, content, and user preference.

DMARC includes:



As a transformational step, domain level email security allows entities outside of the 

traditional security envelope to determine the authenticity of any given piece of email.  

Outside of the perimeter, DMARC’s domain level email security grants brands the 

ability to reach consumers via a protected channel, companies the safety to conduct 
6

Providing email operators with the ability to directly check the authenticity of email at the 

domain-level implies that email can be reliably deemed inauthentic.  DMARC allows email 

domain owners to publish policy on how email that fails to authenticate should be treated, 

ranging from a simple "do nothing but monitor" policy, to a "treat as suspicious" policy, to 

a "reject outright" policy.  The ability for email domains to be protected with a reject policy 

creates domain-level protection against inauthentic email – spam, phish, and malware 

that pretends to come from such an email domain is rejected without any chance of being 

missed by an anti-spam engine.missed by an anti-spam engine.

The DMARC model's emphasis on covering 

legitimate email with authentication technologies 

          – and acting upon email that purports to be 

       legitimate but fails to authenticate – stands in 

contrast to traditional statistical-analysis-based 

       anti-spam models.  The strength of existing 

           anti-spam technologies is in minimizing 

              exposure to fraud by quickly identifying and               exposure to fraud by quickly identifying and 

             blocking criminal email campaigns.  

          Traditional anti-spam technology fails in 

       three key areas:

When criminals send targeted or one off emails (aka spear-phishing) in low enough volumes, 

statistics based anti-spam engines can effectively be bypassed.  Unfortunately, successful 

spear phishing attacks can be devastating when confidential materials are stolen or malware 

is embedded on key devices within an organization.  Before DMARC, the best defense 

against email borne spear phishing has been end-user education.

Absent accurate deployment of email authentication technologies, email operators are Absent accurate deployment of email authentication technologies, email operators are 

forced to rely upon reactive anti-spam engines that utilize statistical and trend analysis to 

identify and remove harmful messages.

Anti-spam technology does not provide email operators with the ability to positively assert 

that email is legitimate.  DMARC brings to email a "pro-legitimate" model in contrast with 

traditional "anti-spam" methods.

The DMARC model's domain-level protection effectively creates a beachhead of trust in 

the historically unsecured email channel.  



business with partners without fear of look-a-like fraud, and future email services a secure, 

authenticated platform to build upon.

In short, DMARC extends email security from the purview of traditional messaging security 

into the realm of Brand Protection.  DMARC puts into place secure email channels that 

previously could not exist, giving companies a new asset that should be managed with the 

same degree of discipline brought to bear on other customer-reaching communication 

mediums.

SPF – (RFC 4408) Sender Policy Framework is an email authentication technology that allows 

receivers to query the DNS to retrieve a list of authorized servers for a given email domain.  If 

an email purporting to be from an email domain (as advertised in an email’s envelope-from 

domain) arrives via an authorized server, the receiver can consider the email authentic.  SPF is 

one of two authentication technologies that the DMARC model builds upon.

Sender ID Sender ID – (RFC 4406) Sender ID is similar to SPF, but extends the scope of identifiers in an 

email that are checked.  Instead of checking only an email’s envelope-from domain, Sender ID 

can check against the Purported Responsible Address (PRA) – a heuristic that extracts a 

domain from Resent-Sender:, Resent-From:, Sender:, and From: headers, depending on 

availability.  Because the DMARC model keys off of the domain found in the From: header 

(and only the From: header), the DMARC model does not incorporate Sender ID.

DKIMDKIM – (RFC 6376) DomainKeys Identified Mail is the second (of two) email authentication 

technologies that the DMARC model builds upon.  DKIM allows senders to insert 

cryptographic signatures into email messages that receivers can verify (using DNS-hosted 

public keys).  When verification is successful, DKIM yields a reliable domain-level identifier 

that can survive forwarding.

DomainKeysDomainKeys – (RFC 4870) DomainKeys is a predecessor of DKIM.  Although super-seceded by 

DKIM, some sites retain legacy DomainKeys deployments in parallel with DKIM.  The DMARC 

model does not incorporate DomainKeys.

ADSP – (RFC 5617) Author Domain Signing Practices describes a way for email senders to 

inform email receivers of DKIM signing practices.  ADSP is a predecessor to DMARC, and lacks 

several key features that prevented wide-scale adoption.  The DMARC specification contains 

an appendix describing issues with ADSP in operation.

MARFMARF – (RFC 5965) Email operators use the Messaging Abuse Reporting Format to generate 

and consume reports pertaining to individual emails.  The DMARC specification describes how 

to use an extension to MARF to inform senders of email authentication failures.  MARF is 

currently in the process of being standardized by the Internet Engineering Task Force (IETF) 

MARF Working Group.
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The DMARC specification describes how email senders should authenticate their email, 

how email senders advertise their DMARC preferences, the feedback model employed to 

keep senders informed of their authentication practices, and how receivers discover and 

enforce sender policies.  The resulting practices allow senders and receivers to construct 

domain-level email channels that can only be used by authorized parties, without requiring 

manual or human interaction between senders and receivers.

Figure 6
DMARC Process Flow

Showing sender with initial Showing sender with initial 

"monitor" policy to gather 

feedback data and tune 

authentication deployment.  

Senders can then increase 

policy strength to “reject” 

unauthenticated email.

DMARC Mechanics

8
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The DMARC specification allows for senders to publish policy records containing 

parameters that receivers use to inform the processing of emails that purport to come from 

the sender's email domain.  The features that DMARC enables are:

Flexible policies. The DMARC model allows email senders to specify one of three 

policies to be applied against email that fails underlying authentication checks:

Sub-domain-specific policies. DMARC records can specify different policies for 

top-level domains vs. sub-domains (using the “p=” and “sp=” tags).

Phased rollout of policy.Phased rollout of policy. DMARC records can include a “percentage” tag (“pct=”) to 

specifies how much of an email stream should be affected by DMARC policy.  Using 

this feature, senders can experiment with progressively stronger policies until 

enough operational experience is gained to move to “100% coverage.”

Identifier Alignment flexibility.Identifier Alignment flexibility. The DMARC specification allows senders to control 

the semantics of Identifier Alignment.  For both SPF and DKIM generated 

authenticated domain identifiers, Senders can specify if strict domain matching is 

required or if parent and/or sub-domains can be considered to match.

Feedback controls. DMARC records include parameters that specify where, 

how-often, and in which format feedback should be sent to the email domain 

owner.

“none” – no policy should be applied.  This option is used when senders 

simply want to collect feedback from receivers.

“quarantine” – email that fails authentication checks should be treated 

with suspicion; either by delivering to a spam-folder, increased anti-spam 

scrutiny, or by flagging as “suspicious” to end-users.

“reject” – email that fails authentication checks should be rejected at 

The DMARC model uses the DNS as the mechanism for policy publication.  DNS records are 

hosted as TXT records in a DMARC specific namespaces.  The DMARC namespace is created 

by prepending "_dmarc." to the email domain that is to become DMARC compliant.  For 

example, if the email domain "example.com" publishes a DMARC record, issuing a DNS 

query for the TXT record at "_dmarc.example.com" will retrieve the DMARC record.
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Deployment of DKIM requires senders to configure email servers to insert 

DKIM-Signatures into email and to publish public keys in the DNS.  DKIM 

is widely available and supported by all major email vendors.  

DMARC-supplied aggregate feedback can help identify servers that emit 

email without DKIM signatures.

By performing the above activities, senders can continue to monitor their email streams, 

tune authentication deployments, and make informed decisions when moving to take 

strong action against unauthenticated email.

Ensure that Identifier Alignment is met.  DMARC-supplied aggregate feedback can 

be used to identify where underlying authentication technologies are generating 

authenticated domain identifiers that do not align with the Email Domain.  

Correction can be rapidly made once misalignment is identified.

Deployment of SPF involves creating and publishing an SPF record that 

describes all of the servers authorized to send on behalf of an email 

domain.  Small organizations usually have simple SPF records, where 

complex organizations often maintain SPF records that authorize a variety 

of data-centers, partners, and 3rd-party senders.  DMARC-supplied 

aggregate feedback can help identify legitimate servers while 

bootstrapping an SPF record. 

Publish a DMARC record.  To begin collecting feedback from receivers, publish a 

DMARC record as a TXT record with a domain name of “_dmarc.<your-domain.com>”:

  “v=DMARC1; p=none; rua=mailto:dmarc-feedback@<your-domain.com>;

Doing so will cause DMARC-compliant receivers to generate and send aggregate 

feedback to “dmarc-feedback@<your-domain.com>”.  The “p=none” tag lets receivers 

know that the email domain owner is only interested in collecting feedback.

Deploy email authentication – SPF and DKIM:

Senders that wish to become DMARC-compliant need to perform 3 activities:



Exact detail on how to implement the DMARC model can be found in the DMARC 
specification:  http://www.dmarc.org/draft-dmarc-base-00-01.txt
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The DMARC specification makes available to senders two different forms of feedback: 
aggregate and forensic.

Receivers that wish to conform to the DMARC specification need to perform 4 
high-level activities:

Check authentication state of inbound email.  SPF and DKIM results need to be 

made available to the next step.

Discover if a DMARC record exists for the email domain.  The DMARC specification 

describes how to discover a DMARC record in no more than two DNS queries.

if a DMARC record exists for the email domain, the receiver parses the record, if a DMARC record exists for the email domain, the receiver parses the record, 

extracts parameters, and uses the parameters to apply policy to messages that fail 

underlying authentication checks.  DMARC records also contain destinations for 

where receivers are to send feedback regarding the email domain.

To complete the DMARC model, receivers provide information to senders in the To complete the DMARC model, receivers provide information to senders in the 

form of aggregate and/or forensic feedback.  Feedback is critical to ensure that 

senders can maintain highly accurate email authentication deployments, which in 

turn allows receivers to safely act upon email that fails to authenticate.

Aggregate:  The DMARC specification describes an XML-based format that 

receivers use to communicate information about the servers that the receiver 

sees sending email on behalf of the email domain.  Aggregate feedback includes 

counts of emails, authentication results, domains contained in emails, policy 

requested, and policy applied – all geared towards keeping sender email 

authentication deployment accurate.  A full description of the DMARC aggregate 

format can be found as an Appendix of the DMARC specification.

Forensic:  Forensic:  The DMARC specification allows senders to request feedback in the 

form of individual-message reporting based on the MARF format.  

Individual-message reports include portions of email relevant to tracking down 

the source of email authentication failures, including, but not limited to, Subject: 

headers, From: headers, trace headers, and select email contents like embedded 

URLs and attachment filenames.
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PayPal’s pioneering work in proving the utility of domain-level email security has directly 

informed the development of DMARC.  With the release of the DMARC specification, 

PayPal can shift focus away from private partnerships and instead bring focus to realizing 

wide-scale adoption of DMARC.  As DMARC becomes widely deployed, the footprint of 

receivers that are capable of establishing and maintaining domain-level security will 

exceed what was practically possible through PayPal’s grooming of private partnerships. 

 
Senders wishing to increase DMARC deployment accuracy need only to investigate the Senders wishing to increase DMARC deployment accuracy need only to investigate the 

feedback provided by DMARC-enabled receivers.  DMARC feedback can present a very 

accurate picture of all of the senders that purport to send on behalf of a domain, and can 

be voluminous.  A simple way for senders to increase deployment accuracy is to extract 

from DMARC-provided feedback the data that correlates with the network blocks that 

senders maintain direct control over.  By focusing on a narrow set of servers, senders can 

quickly increase deployment accuracy of mainline email streams.

 
As senders gain confidence in the accuracy of their authentication deployments, senders 

can move from simple monitoring-of-email-streams to quarantine policies.  To publish 

policy, senders are encouraged to take advantage of the “percentage” (“pct=” tag in a 

DMARC record) to limit the impact of policies until messaging teams gain experience with 

any impact that domain-level email security may have on existing operations.  When an 

email domain is fully covered by a quarantine policy, senders can begin again with limited 

rollout of reject policies to gain experience, measure impact, and, if necessary, make 

adjustments to email practices.adjustments to email practices.

 
An email domain that publishes a DMARC policy of reject allows receivers to safely and 

efficiently block email that fails to properly authenticate.  The DMARC model makes this 

operation safe as receiver-supplied feedback grants senders visibility into exactly what the  

effect of DMARC-policies will be.  The onus of determining which emails are legitimate for 

an email domain is placed on the domain owner, freeing receivers to simply enforce 

policies, supply feedback, and redirect support calls back to the domain owner.  The 

DMARC model makes policy enforcement efficient for receivers as DMARC policies occur 

before expensive anti-spam and other content-inspection checks need to be performed.



Conclusions
The DMARC specification describes a new domain-level model of email security, providing 

unprecedented visibility into email domain usage while creating secure email channels 

between senders and receivers.  Impact on the existing email ecosystem is expected to be 

significant, with several key areas seeing concentrated activity:

Significant amounts of feedback will be generated, both in aggregate report and in real-time 

forensic reports.

Vendor support for the DMARC model will incomplete for the short-term, as vendors 

implement solutions that directly take advantage of new DMARC functionality.

Several existing email practices will be impacted as email domain owners assert control over 

their domains: mailing lists, email forwarders, and services that spoof user email addresses 

(forward-to-friend functionality, service invitations, certain payment systems).

Agari & DMARC
Agari is a founding member of DMARC and one of the authors of the specification. DMARC 

provides the blueprint for using existing authentication technologies and common email 

delivery practices to eliminate brand hijacking, but it does not provide the processing 

platform and intelligence needed to understand the mail receiver data feeds. Agari 

provides the “big data” platform to process and interpret raw DMARC data, filling a major 

gap for organizations that want to reap the benefits of DMARC, but lack the infrastructure 

to do so. Delivered as an “instant-on” cloud service, brands simply sign up for Agari and 

immediately begin processing raw DMARC data for instant analysis. No hardware, software immediately begin processing raw DMARC data for instant analysis. No hardware, software 

or development required. For more information visit www.agari.com/dmarc.

About Agari
Agari collects terabytes of email data from sources across the Internet to create a 

cloud-based solution to assess, visualize, and protect email.  Agari replaces systemic brand 

erosion – due to email borne malware, phishing, and spam – with proactively secure email 

channels.  Partnered with Agari, trusted brands can finally flourish via email.  Founded by 

the thought leaders behind Cisco’s IronPort solutions, AGARI is headquartered in Palo Alto, 

California and is backed by Alloy Ventures, Battery Ventures, First Round Capital, and 

Greylock Partners.  Additional information is available at: http://www.agari.com.

Agari.com

400 Hamilton Avenue, 4th floor

Palo Alto, CA 94301

Voice: 650.687.5000

Fax: 650.687.5010
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